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SOC-CMM® best practice – Outsourced SOC governance 

1 Introduction 
Effective security operations is an essential part of a successful cyber defence strategy. Many 
organisations are unable or unwilling to run an internal Security Operations Center (SOC) capability. 
Instead, these organisations have outsourced such SOC capabilities to managed security service 
providers (MSSP). These may be pureplay security providers, or managed service providers that have 
extended their portfolio to include security services such as SOC. 
 
While leveraging an MSSP to implement a monitoring and response capability that would otherwise 
not be attainable for an organisation is good practice, the effectiveness of the implementation varies. 
There can be many contributing factors for lack of effectiveness, both at the service provider side 
(service quality issues) as well as the client side (low maturity, or integration issues). Lack of 
effectiveness can cause events to go unnoticed, causing a major incident for the client. This affects 
both the client (direct damages) as well as the service provider (reputation). To avoid such issues, 
MSSP governance must be put in place that involves strong commitment from both parties. 
 

2 Effective outsourced SOC governance 
Effective outsourced SOC governance is established when both parties effectively work together to 

deliver the SOC service to a satisfactory level. Outsourced SOC governance should focus on the 

following aspects: 

• Service completeness. The completeness of the service depends on the contractual 

agreements. Within those agreements, it is important to focus on coverage and scope of 

services. 

• Service quality. Service quality is established through measurement (metrics) and a defined 

quality assurance process. 

• Information exchange. In effective governance, information is actively exchange between 

both parties. The MSSP will update the customer on any security events, changes to the 

service, and any data sources not sending in data. The customer will update the MSSP on 

changes to the IT landscape, maintenance, and other planned activities that may cause 

events to trigger. 

• Accountability and escalation. Accountability and ownership of the service should be clear, 

and escalation paths must be defined for both the client and the service provider. Client 

escalation paths are used to escalate incidents and client-side security performance issues. 

Service provider escalation paths are used to escalate issues with service delivery and service 

quality. 

• Continuous improvement. Continuous improvement of the service, as a joint effort between 

client and service provider, is essential to maintain and increase service quality over time. 

2.1 Outsourced SOC governance meetings 
To implement SOC governance, a meeting structure must be put into place. This meeting structure 

includes meeting at the operational, tactical, and strategic levels, as depicted in the following figure 
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Operational governance meetings 

Operational governance concerns itself with effective day to day operations. Operational governance 

meetings focus on discussing upcoming changes to IT landscape, planned maintenance / downtime, 

planned pen tests, open tickets that require additional information, contents of / additions to 

allowlists. 

Tactical governance meetings 

Tactical governance concerns itself with service quality and completeness. Tactical governance 

meetings focus on discussing service levels, defined metrics / KPIs, new threats, newly defined 

detections, automations and other improvements, data source uptime, detection quality (false-

positives), detection completeness (using the customer ATT&CK® profile / heatmap), potential for 

increasing coverage (both in terms of ATT&CK® and data source coverage). 

Strategic governance meetings 

Strategic governance concerns itself with alignment to security strategy and ambitions, and direction 

for the SOC. Strategic governance meetings focus on discussing relevant cyber trends, changes in the 

threat actor landscape, architectural changes, life-cycle management, new use cases, 

roadmaps, customer satisfaction. 
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2.2 Outsourced SOC governance maturity levels 
Outsourced SOC governance can be expressed in terms of maturity levels. Using maturity levels for 

this purpose helps to understand the various stages in which SOC governance can act, and the steps 

that can be taken to progress from one maturity level to the next. As with any maturity model, this 

can (and should) be adapted and extended to the specific situation. 

The following maturity levels for SOC governance have been defined: 

Maturity level Keywords Characteristics 

Initial  
(level 1) 

Ad-hoc • Informal service delivery  

• No contractual agreements 

Managed  
(level 2) 

Formalised • Formal standardised service delivery 

• Contractual agreements with service levels 

• Basic monthly reporting (service levels only) 

Defined  
(level 3) 

Standardised 
Reliable 
Repeatable 

• Monthly governance meetings in place (tactical 
level) to discuss the service 

• Extended / tailored monthly reporting 

• ITIL process integrations between MSSP and client 

Quantitatively 
managed  
(level 4) 

Measured 
Quality assured 

• Weekly (operational) governance meetings added 

• Detailed metrics defined and operationalised to 
complement service reports 

• Quality assurance defined as a joint process to 
ensure service quality 

Optimizing  
(level 5) 

Adaptive 
Continuously 
improved 

• Weekly (operational) monthly (tactical) and 
quarterly (strategic) governance meetings in place.  

• Metrics defined, and regularly revised to match 
current needs, threats, and challenges. 

• Continuous improvement of detection quality, 
detection completeness (ATT&CK® coverage), and 
service delivery. 

 

The figure below shows a progression curve of maturity levels over time. The green line represents 

maturity growth, de text below the figure represents the most important activity for that level. Note 

that advancement in maturity requires commitment and conscious effort from both the MSSP and 

the client. Without such commitment, maturity advancement of the mutual governance process will 

not be possible. 
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Similar to SOC maturity, the highest maturity level of outsourced SOC governance is not necessarily 

the desired level, as it requires more commitment and time investment from both sides. 

3 Best practices 
The following is a list of best practices that should be applied to the MSSP SOC governance process. 

These best practices are defined to support and enhance service quality. Some best practices apply 

to the MSSP side, others must be enforced on the client side, and some are joint efforts. 

3.1 Best practices for SOC service providers 
The following best practices apply to service providers: 

1. Visualise detection potential versus actual detection for the client. The detection potential 

is the complete set of detections that the service provider can offer. The actual detection is 

the set of detections currently active for the client, based on available data sources (and 

potentially contractual agreements).  

2. Define a set of requirements for optimal MSSP service delivery and use these to evaluate 

new clients. By evaluating the client before onboarding, the MSSP is able to determine if the 

client is able to meet the criteria for optimised service delivery. Any gaps are addressed by 

the client. Example requirements are a defined change process, a CMDB with sufficient 

quality, availability of preventative controls (e.g. EDR), and availability of internal security 

policies. This is essentially an evaluation of security maturity within the organisation. 

Frameworks such as ISO27k, NIST CSF, and CIS critical controls can serve as a basis. 
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3. Assign a point of contact for escalation and governance within the MSSP. This contact 

should represent the customer within the MSSP and acts as a liaison. This person acts on 

behalf of the client. 

4. Create an internal knowledge base on each customer in the MSSP. This includes 

organisational risks, network architecture, technical security controls, costumer-specific use 

cases, outcomes from previous incidents, current population of allowlists (with details for 

every entry). Can be used as reference or for contextualisation in monitoring. 

3.2 Best practices for MSSP clients 
The following best practices apply to MSSP clients: 

5. Designate dedicated internal contacts. These contacts are responsible for streamlining 

communication, escalations, and outsourced SOC governance. 

6. Create a clear set of requirements before looking for- and engaging with- an MSSP. 

Defining clear requirements up front will reduce the likelihood of ending up in a contract that 

is not mutually beneficial. 

7. Perform annual red teaming exercises without informing the MSSP. The outcomes of these 

exercises are used to improve service delivery. If the performance from the SOC is 

insufficient or below expectations, a root cause analysis must be conducted to determine the 

cause. Improvements must be assigned and tracked in tactical governance meetings. Red 

team exercises should be conducted in a structured manner, in which prevention, detection 

and response capabilities are all thoroughly tested. 

8. Integrate information exchange to the SOC service provider into ITIL processes. Mostly, this 

applies to the change management process, so that the service provider is informed of any 

changes to the IT infrastructure. Other processes include incident & problem management, 

planned maintenance, and planned pen tests. 

3.3 Joint best practices 
The following best practices are a joint effort between service providers and their clients: 

9. Extend metrics to cover both service provider and client. Metrics should not be limited to 

the MSSP only. The follow-up provided by the customer on events communicated by the 

MSSP is also important, both in timeliness as well as effectiveness. This is to avoid situations 

where the MSSP has to inform the customer within 30 minutes, and the ticket is not 

followed-up by the customer on for days or followed-up on in an incorrect way. 

10. Perform a SOC-CMM® assessment from the client perspective. This helps to identify 

weaknesses in service delivery specifically for that client. Not all aspects of the SOC-CMM® 

model are applicable for such an assessment, only those that interface with the client. These 

are: the services in the service domain (only those delivered to the client); reporting, use 

case management, and detection engineering in the process domain. MSSP that wish to be 

transparent on their own maturity can share full SOC-CMM® assessment results (preferably 

conducted by a 3rd party) or, even better, obtain SOC-CMM® certification as this provides a 

high level of assurance due to the objective and independent nature of the process. Note 

that, for an MSSP, performing a SOC-CMM® assessment from the client perspective is likely 

not viable to do for all clients. 

11. Regularly review contractual agreements. Contractual agreements tend to be fixed, even 

when they are limiting to optimised service delivery. The MSSP should be open to evaluate 

and change contractual agreements during term of the contract. This includes extending 
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service scope but also reducing service scope to optimise cost-effectiveness of service 

delivery. 

12. Define a RACI table. The RACI table outlines the responsibilities of each party in the service 

delivery. This ensures that all responsibilities are clearly defined, and that there are no gaps 

in responsibilities. 

13. Define metrics based on current challenges and quality of services. The set of metrics 

should have a static part based on service level agreements and a dynamic part based on 

current challenges. The dynamic part of the metrics should regularly be re-evaluated. 

14. Determine the desired MSSP governance maturity level. Choose the desired maturity level 

based on service ambitions and expectations, and implement the characteristics mentioned 

for that level. Note that higher levels require more effort and expertise from both sides. 

15. Perform exercises together. Effective incident response requires the cooperation between 

customer and service provider. Regularly performing exercises together will ensure that 

incidents coordination, information handover, and process integration is effective and 

efficient. 

By applying these best practices and committing to increasing SOC effectiveness and quality for the 

client, the added value of the service can be maximised. Continuous improvement is a journey taken 

together. 
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4 Annex: outsourced governance checklist 
 

Stage Activity Responsibility Frequency 

Design Define service requirements client N/A 

Define acceptable parameters of 
operation  

client N/A 

Define metrics based on the above 
parameters 

client N/A 

Define maturity level / certification 
requirements for SOC providers 

client N/A 

Build Define escalation paths and points 
of contact 

joint N/A 

Assign a client success manager or 
equivalent 

service provider N/A 

Assign service responsibilities and 
accountability 

joint N/A 

Create a RACI that includes 
responsibilities of both client and 
service provider 

joint N/A 

Define a contract that incorporates 
client requirements and service 
provider limitations 

joint N/A 

Perform a client readiness 
assessment 

service provider N/A 

Operate Operational governance mutual Weekly, ad-hoc when 
issues encountered 

Tactical governance mutual Monthly 

Strategic governance meetings mutual Quarterly 

Perform red teaming exercise mutual Annually 

Review contract performance and 
any changes required 

mutual Annually 
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About 

This publication is part of the SOC-CMM® library of best practices and is the result of a 

joint effort between SOC-CMM® and the SOC-CMM® support partners. SOC-CMM® 

support partners are verified partners that have trained and certified individuals and 

verified references for successful SOC advisory engagements. This way, high quality 

service delivery from support partners is ensured. A current list of support partners 

organised per region and type of partnership (gold / silver) is available on the website: 

https://support.SOC-CMM®.com/ 

 

This publication is released under Creative Commons license CC BY-SA 4.0 

 

 

 

 

 

 

 

SOC-CMM® – Improving Security Operations Globally 

 

© SOC-CMM® 2025 

https://www.soc-cmm.com/ 

 

https://support.soc-cmm.com/
https://creativecommons.org/licenses/by-sa/4.0/
https://www.soc-cmm.com/

